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What 1s 2.17
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o Current recommended release is 2.0.47
o No releases have been done with 2.1 yet
o New versioning scheme in force for httpd

o Follows Linux versioning scheme

o 2.0, 2.2, 2.4 is ‘stable’
o 2.1,2.3, 2.5 1is ‘unstable’



2.1 Policies
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o Commit then review policy on 2.1

o Review then commit policy on 2.0

o Changes usually first go into 2.1

o After review, may be backported to 2.0

o Goal is 2.0 series is binary-compatible to
2.0.42 and beyond



Getting 2.1 or 2.0
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% CVSROOT=:pserver:anoncvs@cvs.apache.org:/home/cvspublic
export CVSROOT
cvs login
<password is anoncvs>
% cvs co -d httpd-2.1 httpd-2.0
R
cvs co -r APACHE 2 0 BRANCH httpd-2.0

% cd httpd-2.0/srclib
% cvs co apr apr-util
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o 2.1 is HEAD in httpd-2.0 CVS
o 2.0is APACHE 2 _0_BRANCH




Authentication

L B e e i iatdanie . PYNP SR S REC T gPpraas S S

o The three A’s

o Authentication, Authorization, Accounting
o Authentication - I am this person

o Authorization - This person can do this

o Accounting - Logging



Directive Overview
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o AuthName

o Name seen when client prompted
o AuthUserFile /| AuthDigestFile

o Contains ID and passwords
o Authlype

o Type of authentication



Types of HTTP Authentication
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o Basic
o Base-64 encoded password
o Sent essentially in clear

o Digest
o RFC 2069

o Realm, username and password hashed



Problems Addressed
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o Module names inconsistent

o Hard to maintain and understand

o No separation between authn and authz
o mod_auth_dbm had AuthUserFile too
o mod_access did authorization

o Portion of aaa code was in the core



Problems Addressed
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o Hard to reuse modules
o Massive replication of code

o Cut-and-paste was the recommendation
o Lack of digest authentication modules

o Most third-party mod_auth_* do not
implement digest!



Solutions Introduced
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o Modules renamed
o mod auth * - Protocol handlers
o mod_auth_basic, mod_auth_digest
o mod authn * - Authentication backend
o mod_authn_dbm, mod_authn_file
o mod authz * - Authorization

o mod_authz dbm, mod authz host



How backends separated
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o Provider system introduced
o Originally introduced in mod_dav
o Extension of hooks with versioning
o Backend module register methods
o Frontend module lookups providers

o May call multiple backends



1.3/2.0 Conﬁguratlon
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<Location /protected>
AuthName “Server Users”
AuthType basic
AuthUserFile conf/users
require valid-user

</Location>



2.1 Confi gurauon
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<Location /protected>
AuthName “Server Users”
AuthType basic
AuthUserFile conf/users
require valid-user

</Location>



2.1 Extended Configuration
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<Location /protected>
AuthName “Server Users”
AuthBasicProvider file dbm
AuthUserFile conflusers
AuthDBMUserFile conf/users-dbm
require valid-user

</Location>



2.1 Dlgest Conﬁguratlon
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<Location /protected>
AuthName “Server Users”
AuthType digest
AuthDigestProvider dbm
AuthDBMUserFile conf/digest-dbm
require valid-user

</Location>



Writing aaa modules for 2.1

mmhwmmf'{iﬁb‘ﬂ“*“:mtﬁ?llﬂa--_"p!‘--l‘.'.‘—.__l.'l'ﬂajﬂﬂ-u‘**"*:““;!’rw . m}'ﬂw

o Two ways to add modules

o New client authentication scheme
o Use the providers

o New backend storage

o Register as a provider



Provider Ordering
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o Auth*Provider directives takes strings
o Look up provider at configure-time
o Provider should already be registered
o Done at register_hooks hook
o Left-to-right ordering
o First non-DECLINED is returned



Provider Intertace
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o include/ap_provider.h

o Group, name, version are the hash keys

Bl e s g reglis e r {provider
SO DO Ll 0 T PO0 15,
@@asisTehar Aphovide t grodps;
BEIENNe e b rovi.deriname;
o st hary “provl defovelr Saar,
Eoncs L Vo rd <*provider);

SRR e ST PR o vide ticonsit s char: *provider . group,
ceOnic el T S A proviide . Tanes
Bl CRCliloas *provi der w Ve Es1 o),



Authentication status codes
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o httpd-2.1/modules/aaa/mod_auth.h

e e e AN SPROVMIDER. 'GROUP - "authn"
typedef enum {

STHEH D ENERTD:,

AUTH GRANTED,

AR ST SER-FOUND,

AUTH USER NOT FOUND,

AUTH GENERAL ERROR
e USRS oAt o T 115

St Ee bttt Nt o Fo v de e d-a st §
gons s ehak s provider namesy;
EEse R S i S D0 de 1 A Dreovider;
Sl piEcR~ T Cle o e S T et ;

s



Authentication Provider
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o modules/aaa/mod_auth.h

typedef struct {
s e e LT I GRANTED i f ~success */
ENNRESE SR EEISE R e ook password) - (request rec *r,
Sefrsisre . 1S er;
SOS.C ~char Apassword)s

/* Return AUTH USER FOUND if 'user:realm:password’ */
ENERERE ST S eefe E i Reatme ha sh)s(request. rec *r,
O e c a7 U SEE
cgoenetchari*reslmsg
i s P has e

it RS O aricT



Registering Providers
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o modules/aaa/mod_authn_file.c

Shccthiee Sl hasss et Ssecheckipassword (.- )
SlsceRess LS tat LS sget ‘realm hash (. :.)

EEEE eSS E s P roverder _authn file provider =

{

&check password,
sgessBealm-oash,

s

S NSEERE IS LR S Tle = o O KSiapE ~pood .-t *p)

{
S e see D O dels (o s AUHN="PROVIDER - GROUP,

geEnise e BOE s i authal Tile providern);



Building the Provider List
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o modules/aaa/mod_auth basic.c

Rl eSS e S AR S N T TTERATE directive */

SRS e el e Ctemd—>po ol sizeof (authn provider list));
Fe RS ORoItdicr sName:” = "provider name;

SRS e Os = oD ook up tprovider (AUTHN. PROVIDER GROUP,
newp->provider name,
"O");

1f (newp->provider == NULL | |
WieTEs provader—>checkfpassword)
e BRSO O s Ll td=Authn - Provider”;

J

[N R e e e e e e s rrent C ldnked -list . */



Using the providers
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o modules/aaa/mod_auth basic.c

SERs S tats attn S resul
TS artE R e S A i teTit sprovider-= conf—>providers;
slog
ElsiaEe S ibises Felltr en e provider—>check "password (r,
SENE useEy
sent pw) ;
RN eltsne Serlues—— AUTH. GRANTED) - {
break;
J
SEEREIRER DT OYEM e - =—cUrrente proyvider—>next;
sl essiCh rert T pTOVELdeT )5
RSO see SEarpsl =0 AR GRANTED) |
/* Something bad happened */
return HTTP UNAUTHORIZED;
J
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Writing a Provider
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Se el el g SR chieckt passwordd{ reguest  rec *r;
oSt clarE? s eTry

Eonigicechair- Apassword)
e et pwiille);
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SlEsatis et pEpeErgsopentile (&1,
LSRRG e rsE e e siae ] aine s MAX: STRING, TEN,» £)) ) {
A saia s Bieie (e =>pool ;- & Ppw, - Lt h);
TE b el el R A e e A T R |
i)y

BRSNS e cli =mea T getwordi(r=>pool, &rpw,

break;

}

}
sasegENed eser il e (£);

SR atse s pas sword)s |
return AUTH USER NOT FOUND;

}

SEcsEEisE e e S D s SwoEd - val i date(password,
s et o SR KPR S SUCEERSS) - {
Eeaple s et BN TR,

et me Scword s

J
return AUTH GRANTED;



Conclusions
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o No major changes in hooks
o Core aaa modules rewritten

o Not forced to rewrite aaa modules for 2.1
o Allow reduction of code
o Increase of administrator flexibility

o Authorization may see similar changes



